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Abstract

The rapid advance of blockchain and artificial intelligence has increasingly blurred the
boundary between human and non-human actors. While such technologies improve
efficiency, they also erode the foundation of identity authenticity in digital spaces, with
attendant risks for governance and democratic participation. To meet the “one-person-
one-account™ demand, the “World” project uses dedicated hardware for iris scanning to
generate a World ID and thereby offer a Proof of Personhood, promoted for anti-abuse,
governance, and even universal basic income. Because the iris is an irreversible
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biometric, however, the collection, retention, and matching of such data create long-lived
and difficult-to-remedy risks, raising significant legal and ethical concerns. In 2025 the
project also launched in-person World ID verification in Taiwan, turning what had been
abstract debates into urgent, local regulatory questions.

Using the “World” project as a case study, this article unpacks the technical mechanisms
and governance design and evaluates compliance under Taiwan’s Personal Data
Protection Act (PDPA) and the constitutional right to informational self-determination. It
further situates the analysis in comparative perspective by drawing on the European
Union, the United States, Korea, and other jurisdictions that have paused or restricted
similar deployments, and incorporates a digital-ethics lens on genuine consent, protection
of vulnerable groups, and human dignity.

The central judgment is as follows: building a generalized identity layer on irreversible
biometrics presumptively fails the necessity prong of proportionality under Taiwan law.
Unless strict, verifiable conditions are satisfied—including withdrawal-triggered
invalidation and verifiable deletion, template minimization and localization, strengthened
cross-border governance, independent audits of the hardware trust chain, and enhanced
safeguards for vulnerable groups—such a design should not be normalized. Accordingly,
the paper advances a “default prohibition with narrowly tailored exceptions™ policy
pathway and offers concrete legislative recommendations.

Keywords: World ID; Proof of Personhood; Personal Data Protection Act (PDPA);
GDPR; proportionality; informational self-determination; digital ethics.
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