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Evaluating the Dissemination of Disinformation by States from the
Perspective of International Law

Abstract

The eruption of the Russia-Ukrainian War in February 2022 was accompanied by
a parallel information warfare between the Russian and Ukrainian governments,
especially the dissemination of disinformation. The chaos caused by the spread of
disinformation has had serious consequences in Russia, Ukraine, and internationally as
well. With the widespread use of internet technology and new forms of communication,
intentional use of these digital methods by States to spread disinformation can lead to
rapid and uncontrollable effects, elevating this issue to the realm of international

relations, security, and stability.

Therefore, this article takes the opportunity to explore the legal criteria and
evaluations of international law regarding the illegality of States engaging in the
dissemination of disinformation. It also examines the actionable measures available to
the victim State under international law. The second part of this article begins by
clarifying the types of information, including disinformation, and misinformation. The
third part introduces the main principles of existing traditional international law,
customary international law, and decisions of International Courts of Justice concerning
the dissemination of disinformation. It reviews the criteria for principles such as
Respect for Sovereign, non-intervention, and the prohibition of the use of force under
international law, while also providing expanded interpretations and explanations to

account for the peculiarities of disinformation in this field.

The fourth part discusses the implementation of new forms of disinformation
dissemination by States and other regulations. It analyzes relevant conventions and
norms that can regulate disinformation dissemination without constituting unlawful
acts by nations, thus contributing to a comprehensive discussion of the legitimacy of
disinformation under international law. The fifth part examines the attribution of
unlawful conduct of States and evaluates legitimate actions and countermeasures
available to affected countries. It aims to clarify the extent and boundaries within which

affected countries can take action to safeguard their interests.
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2% United Nations, Charter of the United Nations, Article 2(7)

30 Lassa Oppenheim, International Law (7th edition, Longmans 1948) 378.

15



RARETHIREBEREE, BOAEMEMGERESZ MR  THTEER. &
B, BERMASEARNIFRENS —BRBECEE, DHRIREEY,
THR-—BRZREY. & (KEFBRES) haFHEMERBEEUEMT
AEERJEETY, REEAEBERARIARERE ME 1981 FHEE
RE (TETHNTHEBIBEABRNES) ¥, E8H "—ERREEE#RUAT
BHBEARAENNEAEEESRHEEE, ¥ B "FEEENNBEEH
BIHEATBERTHEERAT S ERARIAEN ESERREKEBMNF,

EEERFBRNEBRIEZMHTEADY. JBS2, THHNERFREAZEZ
BREE, Bua , EEURBERAS T RNET , HURKERBF EENEE

i TS BB >,

HX , 8 "ERERSEE, cEEORAHEN. BREEER (PCY)
Hit@eLh—BEENEEHEEACER , Bl "R LFAZEREERE, &ET

UREBERENSIRL . MRBSHBRERBBER < HIREHS® | BERY

31 UNGA, Declaration on the Inadmissibility of Intervention in the Domestic Affairs of States and the
Protection of Their Independence and Sovereignty, A/RES/20/2131 (1965).

32 UNGA, Declaration on Principles of International Law concerning Friendly Relations and Co-
operation among States in accordance with the Charter of the United Nations, A/RES/2625(XXV)
(1970).

33 UNGA, Declaration on the Inadmissibility of Intervention and Interference in the Internal Affairs of
States, A/RES/36/103(1981).

34 Jamnejad, Maziar, and Michael Wood, “The principle of non-intervention ”, Leiden Journal of
International Law 22.2, p.345-381(2009).

3 Damrosch, L. F., Politics across borders: Nonintervention and nonforcible influence over domestic
affairs. American Journal of International Law, 83(1), 1-50(1989).

3% Permanent Court of International Justice, Advisory Opinion No. 4, Nationality Decrees Issued in
Tunis and Morocco, 4 [1923]; International Court of Justice, Advisory Opinion Concerning the
Interpretation of Peace Treaties with Bulgaria, Hungary and Romania; First Phase, [1950] 1CJ Rep
70f.

16



ZHEENNEERECHE  ERBRERNEEUANSEIR ; Bl —BEZBR
BR NERNERLNRIEBRENEESH, filll, BEEASERSHEAR
TEEEBEPEERERTENTTHEARARRERNZRE, L ERARBHE
EFRZABTHOERT HEBRBEN A ENEVAREFEENHEE I
EITIERED, AW, EREERNBFRIZERIFRHEBRT , IREMER
EFRBEREMNTHNERT  BEES SURMRBEY, HHYRRNEEEEHZ

SRRESAFHBNBERE , Wi AUERHE <.

M7E 1986 FEBERB MY MRS , HEHBRA TSR ZERAUR
EXGHANR  H—, —BEHZ—ENTHITAEEEHEIBM ( coercive ) ,
R EEF AsaE ZiB % FER ( methodsof coercion ) ; = | ZEFHHE
BEFSEREEAFESMEERBHRENSIEA ( can decide freely ) # , HhIE
BUA., BB, HEMMCHIENRE  URARBERNGEES, 1, BRFT
HRALFBAR TS ERRDER  AEEETAERTER RSB ELFR

Y EETHtEEESHK,

EEL HRBFHZANIEHEEEFRcERLERMEFELEN, K

KTHHEREERIBECME  KRATRESEFBZEMLY ; HEME , &

37 UNGA Res 60/64 (16 December 2005); UNGA Res 58/189 (22 December 2003); UNGA Res
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